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TCP is the most used protocol on the internet. How does TCP work?

What all you need to provide some features that TCP provides?



A Small Analogy

Network and Link Layer

Communication Channel cannot be always reliable!!

Communication Channel

What can we do from
the protocol perspective?
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Person 1 Talking
(Process in a host A)

Both speak the same language and
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have similar speed in talking |
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Person 2 Talking
(Process in a host B)

Do we foresee some challenges?
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Lets go into TCP - Header

32 bits

Source Port # Destination Port #

ot | Resenea (G EUAR |5 F AL

Checksum Urgent Pointer

TCP Options

Application data
(payload)

TCP Segment Header



Header Elements

 Sequence number: Tracks bytes that are sent (# of bytes that are sent)

 Acknowledgement number: Tracks bytes that are received (Sequence number of
the next expected byte)

 Window/Receive Window: Number of bytes the receiver can accept (Flow control)
* A: Acknowledgement bit
* R, S, F: Connection management

* C, E: Congestion notification

o Offset: Length of the TCP header



What do ACK and Sequence Number do?

Reliability!!

¢ o)

a0 & N
A\ Hi How are you? > ( '& 7
Jor- B
O S
N
P «—— Hey! I am good! /b
|\ \/

j Great!..Hows the OSN class? — \ ‘_ \

' \ \\ [
Person 1l Talking Person 2 Talking

(ProcessinahostA) (Process in a host B)

Whatever Person 1 Says, Person 2
acknowledges before adding new
points to the conversation

Each word the Person 1 says
reaches person 2 in the same order



What do ACK and Sequence Number do?

Reliability!!

Process 1.M1

seq = 101 L2200 locfte,sJ

ACK = 301

seq = 301 1100 bytesd

ACK = 401

Received every data
till 200



How to handle if data is lost?

Can we retransmit?

Person 1lis trying to Speak
Person 2 did not hear it yet!
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Hi How are you? ————»

C"ﬂ'

Hello!! How are you?? ——»

/f \ \ 'Y=

Person 1 Talking Person 2 Talking
(Process in a host A) (Process in a host B)



How to handle if data is lost?

Retransmission timeout also known as Round Trip Timeout (RTT)

Process 1.M1

TCP caches every data sent
in a buffer (OS supports)
Until retransmission timeout

@ seq = 101 L200 bytes]
cache Timer —
v ACK = 301
What if ACK does not reach <
Back Process 1.M1? O seq = 301 1100 e‘ftesj
cache timer = ><

seq = 301 [100 bytes]

Retransmit the

Se‘jmeﬂt = ACK - ‘1‘01




How to calculate RTT?

EstimatedRTT = (l1- a)*EstimatedRTT + oa*SampleRTT
DevRTT = (1-p) *DevRTT + [*|SampleRTT-EstimatedRTT |
TimeoutInterval = EstimatedRTT + 4*DevRTT

« SampleRTT: Time measured from segment transmission until ACK receipt
« EstimatedRTT: Estimated weighted moving average (EWMA) o = 0.25
« DevRTT: EWMA of sampleRTT deviation from EstimatedRTT f = 0.75

 Timeoutinterval: Estimated Time plus some kind of safety margin
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Use delayed acknowledgements

Process 1.M1

seq = 101 L200 bytes]

Do We need to Send ACK for each segment?

=
O seq = 301 L200 bytes] _
cache timer -
ACK = 501
=
seq = 501 100 bytes]
~
Whot F there
'S only one? ACK = 601
=

Send ACK

for every
other se,gme,n‘t

Send ACK
Q after "V
seconds or
ofter 2
Se,gw\e,n‘ts



What if the speed is high?

Person 2 is speaking
fast and many things..Person 1is not
getting time to process

@ g Hi How are you? >

¢—— | am good how are you?

\

¢ | was wondering that.......

¢«——— Also there is one more thing...

Can you please speak slowly? — \

Person1 Talking Person 2 Talking
(Process in a host A) (Process in a host B)
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Sending too much data is also problem

Window Size - Flow Control

Process 1.M1

seq = 1 L200 bytes]

seq = 201 L200 bytesd

sea = 401 1100 bytes?

_ AcK = 501 Lwin 500] Window size sent

n each se,gmen‘t

 Dynamic update of Window size will enable flow control

e What if Process 1.M2 sends a windows §ize of 07?



TCP is bidirectional

Both Senders can send data

Process 1.M1

ock = 401 seq = 1 L200 'otfte_sj

ack = 201 seq = 401 L100 bytes]
ack = 201 seq = 501 1100 bytesd
ack = 601 seq = 201 L200 bytes]
ock = 601 seq = 401 L100 'oyte,sj
ock = 501 seq = 601 LO bytesd
ack = 601 seq = 501 L200 Bt/‘te_sj




How to choose sequential numbers?

* |nitial sequence numbers are randomly chosen by the senders
 Each can select a sequence number during the connection establishment
* Connection establishment in TCP happens through 3-way handshake

* The 3-way handshake consist of 4 events:

 Process 1.M1 sends a connection request with SYN bit set and sequence number of X
 Process 1.M2 acknowledges the connection request and sends back an ACK with X+1
 Process 1.M2 also sends a request with the SYN bit set and sequence number [Y]

 Process 1. M1 acknowledges the receipt by sending ACK [Y+1]
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Three Way Handshake

Establishing Connection

Process 1.M1

- 100 [.O J =
set syn bit = 1 Sea L"7’1‘36’—5 aCk LwIN
ac it =0 L
aCK = 101 sea = 300 LO bytes] LwIn = 4007 || S€t sy bit =1
ack bit =1
set syn bit = 1 ack = 301 sea = 101 LO bytes] LWIN = 5003
o N it =0
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Closing Connection

Time to end the call

Za \

Hi How are you? >
< | am good how are you?
~ G ——————— o 4o >
> € Ok thanks for the info, Bye
Jf ¢——Sure, thanks ———
, \ € Have a great day! \
You too! 2
Person1l Talking Person 2 Talking
(Process in a host A) (Process in a host B)

 TCP has two ways to close connection: FIN and RST flags
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Using FYN bit

Graceful termination (Four-way closure)

Process 1.M1

seq = 1000 LO bytesd ack = 101

set FYN bit = 1

seqa = 101  ack = 1001

-
T~

seq = 101 LO bytes] ack = 1001

Set FYN bit = 1

<

seq = 1001 ack = 102
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Using RST Flags

Ungraceful closing

Process 1.M1

\

1000 [100 bytes] ack = 101

W

101 LO bytes] ack = 1101

I\

set RST bit = 1 seq = 1101 LO byt ack = 101

onnection termnates
— o acknowl e_dge,me,n‘t
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But we need Memory!

How does OS handle the memory requirements of all these?

Where is the process stored? What about network buffer?



Many processes run at the same time!

 What about Memory? Do we have enough Memory?
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Activity Monitor
® All P
rocesses

WindowServer

PyCharm

Keynote

WhatsApp Helper (Renderer)
Google Chrome Helper (GPU)
Google Chrome Helper (Renderer)
Notion Helper (Renderer)
Microsoft PowerPoint

Dropbox

java

WhatsApp

GoodNotes

Google Chrome

Microsoft Word

Finder

Notion

Microsoft Teams Helper (Renderer)
WhatsApp Helper (GPU)

Acrobat Reader

mysqld

Google Chrome Helper (Renderer)
Code Helper (Renderer)

Microsoft Teams Helper (GPU)
Google Chrome Helper (Renderer)
Google Chrome Helper (Renderer)

Google Chrome Helper (Renderer)

@ v

Process Name

CPU Memory Energy Disk Network

21

Mem...

2.87 GB

2.33GB

1.96 GB

1.05 GB
968.2 MB
916.6 MB
586.0 MB
564.4 MB
544.3 MB
522.0 MB
507.3 MB
473.0 MB
466.9 MB
452.7 MB
429.2 MB
420.9 MB
417.2 MB
396.6 MB
391.3 MB
384.1 MB
363.9 MB

16.00 GB
Memory Used: 13.37 GB
Cached Files: 2.58 GB
Swap Used: 8.42 GB

Physical Memory:

Threads Ports
22 8,065
79 619
10 1,988
23 291
30 619
23 484
18 205
73 54,149

151 743
83 320
38 1,051
17 722
44 3,004
45 4,345

9 1,697
32 534
22 295
11 213
37 376
40 73
24 2,283
App Memory:

Wired Memory:

Compressed:

PID

397
72518
43048

8954
1862
13979
7012
44978
55256
29886
8935
12385
1854
48352
596
6943
85080
8948
37565

506
78864

User

_windowserver
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
karthikvaidhyat
_mysql

karthikvaidhyat

2.55 GB
2.61 GB
7.68 GB



Real View of Memory can be Messy!

Managing it can be even further difficult

(= ——)

as .. Out of memeory or system resources. Close some windows or programs
'S and try again.

l OK I
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Memory Virtualization

* Early days OS had just one program

64
* OS, its code and data resides in one part

* [he running program, its code and data
resides in one part

. Onl
* Does it work today? ” Current Program | One rﬂ:ning

Program
* Joday its about multiple processes (QOJG’—: data)

 Run process for sometime save everything
to disk, run next - Problems?

* OS provides process virtualisation Monsc
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Memory Virtualization: Why?

* We need to think about multiple processes

* Need to increase utilisation and efficiency

» Particularly useful in olden times when it costed millions of dollars for machines
* Soon came era of time sharing

 Batch computing was not anymore appreciated

* |Instead of saving in the disk, can we keep the process on disk itself?
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An Analogy

Onsite Shopping
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Every users have access to different items but to a limited set

Online Shopping

,,,,,

....
....
P
.l
'

)
W2
1\ 0

.
-----
’ U
0

Every Users feel that they have access to infinite items
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Keep Process In the Memory
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 Each process is given a dedicated location

 There are multiple free spaces where process
can be added 192KB

* Main challenge: We don't want any process to  256kRB|—

?>:,LOKB¢—==—i j

read any other process data

* Real life OS has 100s of process that will be
running

Giving control to user may make it hard

128KB~———

S'S’QKBW—W

ete.)

Process 4 (eode, dota, |
ete.)

Free

44SKB | e

26 519\KB |

Free




Abstraction: Virtual Address Space

* OS creates easy to use abstraction of the physical
space

 Address space (Memory image of process)
 Program Code (and static data)
 Heap - Dynamic memory allocations (malloc)
» Stack - Function calls during runtime
* The stack and heap grow during runtime

* Every process assumes that it has access to large
block of memory from 0 to MAX

e CPU issues loads and stores to virtual addresses

27

O

KB |

2KB

15KkB

16KB

Pr‘ij(‘o\M Code.

Heap




There iIs only one physical memory

 How can OS build the abstraction of a private large address space on top of
single physical memory?

* There is only one physical memory, process feels has it has its own starting
at O

 When a process tries to load from a particular location, K (0)

* OS with some hardware support ensures that the load doesn’t go to
actual location

 Rather to the physical address Z (320) - Virtualization
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How actual memory is reached?

e Address translation from virtual address

(VA) to physical address (PA)

CPU loads/stores to VA but memory sw«z!

hardware access PA

OS allocates memory and tracks the

location of the process

* [ranslation is done by Memory
Management Unit (MMU)

OS makes necessary information
available

125KB|

192K BI-

256KB
320KB

3E4KB

44%KB
512KB
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Free

Process C (eode, data,
ete.)

Process B (code, data,
ete.)
Free

[ s o

Process 4 (ecode, data,

ete.)
Free 15KB |-
Free

16KB

VA

Pf‘ogr‘am Code

KB t
Heap
KB J/
Free

Stack




SCAN ME

Thank you

Course site: karthikv1392.github.io/cs3301 osn
Email: karthik.vaidhyanathan@iiit.ac.in
Twitter: @karthi_ishere
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