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What are the different Network Applications that you come across?

o Streaming stored video (eg: Netflix, Youtube)
* VOIP apps (eg: Skype)

 Web browser (eg: Chrome, Firefox)

» Social Networking (eg: Facebook, Instagram)
* |nstant Messaging (eg: Whatsapp)

 P2P File Sharing (eg: Bit Torrent)

* Real-time Video Conferencing (eg: Zoom)



Many Processes run on the OS

Rather applications!

STRANGER
FHINGS

Google Search I'm Feeling Lucky

Google offered in: fe=t e Benth WS sflp 2widl 3I@ neiwog Urrdt

Browser - Type any URL and you get
the page - How? Large videos may have to be served
to different users
The process on the other side needs
to provide the page

There are also programs like torrent -

How does that work?



Is transport layer enough?

e Process communicates over the network

* The real communication happens through the application layer

Application
Application
Transport
Transport
| ntemet Internet
Internet

H2




Building a Network Application

 Write programs:

* That can run on different systems

J APACHE

HTTP SERVER PROJECT

e Communicate over the network
 Eg: Web server communicates with browser (Apache)
e Core-network device software:

 Network devices do not run user applications

httpd://apache.org 6



Network Application Architectures

 From a developer perspective, network architecture is fixed

* Application architecture is something that can be controlled
 Two main types are available: Client-server and P2P
e Client-Server

 Host that is always on, serving the clients - Server

 Host that requests for services - Clients

 Eg: Web client and Web server



Network Application Architecture

o Server has mostly a fixed |IP address (or rather domain)

* Clients can always connect by sending packet to server IP address
 Eg: Web browser, FTP, e-maill

* Often a single server may not be enough - leverage data centres

 Data centres have hundreds or thousands of servers that must be processed
and maintained - Energy!!

 Spare a thought for the carbon foot print - Can we do something?



Network Application Architecture

 Peer-to-Peer (P2P) Architecture
* There is minimal or no reliance on dedicated servers (No always on Servers)
 Peers communicate among each other
* Peer technically acts as a client and a server
 Not owned by any service provider and does not pass through dedicated server
 Advantage: Self-scalability, cost effective
* Challenges: Security, Performance, reliability, etc.

* Eg: Bit Torrent, Skype (earlier versions where fully using p2p)
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Lets take a step back

Process M1.P

Process M2.P

! !

TCP with buffer internet TCP with buffer

* Process sends to and receives messages from network using socket interface
 The developer has more control on the application side than socket

* Application just sends message with |IP address and port - Rest other layers
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Application Layer Protocol

What does it mean?

* Application layer protocol defines the following:
* Types of message exchanges (request/response)
e Syntax of various message types
* Semantics of the fields

 When and how the process sends and responds to messages

« Some protocols: HTTP, SMTP, DNS, etc.
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HTTP: Hyper Text Transfer Protocol

* Application layer protocol of the web

Desktop browser

Server running
Apache Web Server

* Implemented in two programs: Client and Server
« HTTP protocol defines structure of messages

e Client: browser that sends requests, receives and
displays web objects (using HTTP protocol)

» Server: Web server that sends objects in response
to requests (using HT TP protocol)

https://iiit.ac.in/samplePage.html Mobile browser
Host name: iiii.ac.in
Object: samplePage.htmi
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HTTP: Hyper Text Transfer Protocol

« HTTP uses TCP at transport layer
Desktop browser

Server running
Apache Web Server

e Client initiates TCP to server (Port 80)

o Server accepts TCP connection from client
« HI TP messages are exchanges

» Connection is closed

e HTTP is reliable - why?

e HTTP Is stateless

Mobile browser

e Server maintains no information about client

13



Types of HTTP Connection

Persistent and Non-Persistent Connections

 Non-persistent HTTP Connection (HTTP/1.0)

* For every connection, the client has to create a request (one page may require
multiple objects)

 Downloading multiple objects requires multiple connections

 Opened connection is closed after each request response
 Persistent HTTP Connection (HTTP/1.1)

* One connection for all the objects

 The opened connection is maintained
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Non Persistent Connection: Response time
HTTP 1.0
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HT TP Request Message

* [wo types of HTTP messages: request and response
« HTTP request message: ASCIl (human-readable format)

* HTTP supports different methods - GET, POST, PUT, HEAD, DELETE

 Request line: Method, URL and Version

Request line GET /lndex .html HTTP/]. . l\r\n
Host: www.iiit.ac.in/centers \r\n
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X
10.15; rv:80.0) Gecko/20100101 Firefox/80.0 \r\n
Header lines Accept: text/html,application/xhtml+xml\r\n
Accept-Language: en-us,en;qg=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Connection: keep-alive\r\n

\r\n
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HT TP Response Message

Status line HTTP/1.1 200 OK
Date: Tue, 08 Sep 2020 00:53:20 GMT
Server: Apache/2.4.6 (CentOS)
OpenSSL/1.0.2k-fips PHP/7.4.9
mod perl/2.0.11 Perl/v5.16.3
Last-Modified: Tue, 01 Mar 2016 18:57:50 GMT
Header lines ETag: "a5b-52d015789ee9e"
Accept-Ranges: bytes
Content-Length: 2651

Content-Type: text/html; charset=UTF-8

\r\n
data data data data data ...

e Status line: version and status code

* Last-modified in header can help - How?



HTTP Status Codes

200 Request succeeded, status ok

Moved permanently, requested object moved, new location in the

301 location: field (header)
400 Bad request, request message not understood by server
404 Document does not exist

505 HTTP version not supported
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Can this happen in stateless protocol

C & amazon.com/gp/cart/view htmi?ref_snav_cart & o e

amazon —

{ Sign in Returms
Account & Lists - & Orders  Try Prime - -\Jcm

© select your sibirems T Ragtry: BSocks GRCards  Kindle sics Get ready for Game Day

Current Total: $ 243.99 v Your order qualifies for FREE Shipping
upon approval for the Amazon Rewards Visa Savings: - $ 50.00 = Choose this 0ption at checkout. See detads

Cost After $ 193.99 APply now

T Subtotal (2 items): $243.99

This order contains a gift

Shopping Cart

Proceed to checkout
Fire TV Stick streaming media player with Alexa built in, includes Alexa Voice Remote, HD, easy set-up, $24.99
released 2019
Stock Share cart / Wall
§ | f | ' )INg
T 15 0 ol Lossm maor Share cart / Link
Qty: 1 v Delete ave for Lates Compare with similar (tems Share cart / Email
Save cart
Split cart
Ring Floodlight Camera Motion-Activated HD Security Cam Two-Way Talk and Siren Alarm, White $219.00 PESE

Prime. (Details)

e o i ek $209.00 with -

Qy 1 v Delete Save for Late Comoare with similar items Sponsored Products related to items in

your cart
Introducing Ring
5 : §7 5,065
$59.99
. See 3l by TIONS
Subtotal (2 items): $243.99 ) AP e
The price and avadability of items at Amazon.com are subject to change. The Cart is a temporary place to store a list of your items and reflects each item's most recent peice. Le: oI ¢ Ring Stick Up Cam
Do you have a gift card or promotional code? We'll ask you 10 enter your claim code when it's time to pay \ ’ 4
$19999 ¢
- See all buying options
-l
Customers who bought Fire TV Stick streaming media player with Alexa... also bought these items from Page 1 0of 4

LUTEC 3000 Lumen 58

other categories:

* Even after closing and opening the website, the cart has the items
 How’s website like Amazon, ebay, etc able to do this?
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Why not cookies!

Iracking my 090!'05? Cookies Settings X

We use cookies and similar technologies to help personalize
content, tailor and measure ads, and provide a better expe-
rience. By clicking accept, you agree to this, as outlined in our
Cookie Policy.

Source: https://boom visibility.com 20




Maintaining User/Server State: Cookies

« HITP server is stateless

* Helps in supporting thousands of simultaneous connections

 Each connection is treated separately

 Website may want to identify users for various reasons
 Keep session information

» Recommend similar products
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Cookies

 HTTP header consists of information for cookies
* Consists of four components:
 Cookie header line in HTTP response
* Cookie header line in HTTP request message
* Cookie file kept in clients system
 Backend database on the server/website

 Cookies can be used to create user session on top of HT TP - Can be invasion
of Privacy!
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Cookie lllustration

Client

Witp request

wtte response <et-cookie: 1740

k‘t‘tﬁ request cookie: 1790

Wtte response




Web Caches

 Not every time we need to access the main
(original) web server

Desktop browser

 \We can have proxy server that satisfies
request on behalf of main server

Main Server

 Browser can be controlled to point towards a
cache (mentioned in response header)

e |f cache hit: return object from cache

* Else cache request object from main server
and returns It Mobile browser

Cache-Control: max-age=<seconds> Cache-Control: no-cache
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Caching Benefits

* Reduce response time for a client request pe.op browser

Main Server

* Cache is closer to client

* There may be bandwidth constraints
* Reduce traffic on the internet and to main server

o Significantly improve performance
* |Internet is dense with caches Mobile browser

» Effective delivery of content

25



University Scenario

e Assume that:

e servers to router in public internet incurs ~

2 sec delay

e Data is 1Mbits

 Request interval from client ~ 15 requests/

second

 End-to-end delay = Internet delay + access

link delay + LAN delay

e ~2sec+ ~ mins + ~ U sec (High!!)
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University Scenario

| Public Intemet h
» Easy way out is to increase bandwidth [ . ]

» Costly solution, request rate may [ G | Server 3 }
Increase
Router
- Y

 |Introduce Cache server at Institute level

i i i  Aifi 15 Mbps access link
* Even if there is 40% hits => significant / pS access

Improvement ~ O\ Institute network

| Institute
Cache

. Delay = 0.6*(2) + (0.4)*(0.01)

= ~1.2 secs

>
_ [ Client 1 ] [ Client 2 } £ Client 3 }

* Cheaper solution, lower end-to-end delay
7\l




Web Cache has broader Applications

Netflix Sheds Subscribers
for Second Quarter in a Row

Netflix's paid streaming subscribers worldwide
at the end of the respective period

250m Q22022 B
220.67m
> NETFLIX

150m

100m

50m

Om

12 13 14 15 "6 17 "8 "9 20 21 '22

Source: Netflix

@®OG

statista ¥a

Leading countries based on YouTube audience size as of July 2023 (in millions)

India 467
United States 246
Brazil 142

Indonesia 139

Japan 78.4
Pakistan 1.7

Germany 70.9

Turkey 57.9
Philippines 57.7
United Kingdom 57.1
France 52.1
South Korea 46
Egypt 45.9
[taly 43.9
Thailand 43.9
Spain 40.7
Bangladesh 34.4

Canada 33.1

100 150 200 250 300 350 400 450

Sources Additional Information:
aReportal; We Are Social; Google; Meltwate Worldwide; DataReportal; Google; July 2023; based on addressable audience of any age
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Content Distribution Networks (CDN)

 Many internet companies are distributing on-demand video streams to
millions of users on dalily basis

e Youtube (~2.7 Billion users), Netflix (~238 Million subscribers), ..

» Distributed across the world - Having one large data centre may not work -
Why??

* Jo support growing demand, scale - distribute over different CDNs
o Servers are distributed among different geographical locations

 Requests are redirected to CDNs (private or third party)

29



Content Distribution Networks (CDN)

 CDNs adopt two different server placement strategies
 Enter Deep: Deploy server clusters in all access ISPs
* High maintenance, higher throughput and lower delays
 Bring Home: Building larger cluster at smaller number of sites (eg: 10s)
| ower maintenance, lower throughput and higher delays

* Client needs to pick a cluster - Geographically closest or using real-time
information (dynamic choices based on heuristics)
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Conditional GET

Cache does not contain originals

 |f things are kept in cache, the

copy of original may become [ client ] [ Coche ] [ S ]
stale! p
Normal HTTP request
* HTTP provides mechanism to | T MTTP request |
verify if object is up-to-date | HTTP response |
(conditional GET) | HTTP response
. Week later
e HTTP request header - use field | |
‘L 1fi ' ¢ I HTTP request } Condlitional GET
If-modified-since: >
| 304 Not modified
: T FIPRgRt} HTTP respon
» Server provides “Last-Modified s T only headers,
in the response header Object From cache No body
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HTTP 1.1 and Beyond

« HTTP 2.0
o Standardised in 2015
* As of 2020, 40% of top 10 million websites support HTTP/2

* Primary goals

* Enable request response multiplexing over single TCP

 Request prioritisation
* Server push

 Compression of HTTP header fields
« HTTP 3.0 underway (drafts as of 2020)
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Domain Name System (DNS)

* Students have roll numbers but addressed by names

e Similar is the case with citizens - Aadhar, SSN

 What about the internet?

 Google.com, Facebook.com, YouTube.com - Are they enough?

 How to locate them? EQ: iiit.ac.in - Provides info that it is in India but
exactly where?

* |P address can help - They have a hierarchical representation

33
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Domain Name System (DNS)

* Directory service of the internet that translates hostnames to IP addresses
 People prefer mnemonic names, routers prefer IP addresses
* Application layer protocol, allows hosts to query a distributed database

 DNS servers are UNIX machines running Berkley Internet Name Domain
(BIND) software

 DNS runs over UDP and uses port 53

* |everaged by protocols like HTTP and SMTP to translate hosthames to IP
addresses

34



Domain Name System (DNS) Services

 Host aliasing
 Same hosts can have multiple aliases, resolve the names (get canonical names of host)

 Eg: 1231242s-us-west.aws.com: mydomain.com, e-markt.com

 Mail Server Aliasing

 Malil servers may also have aliases

 DNS can provide canonical names of mail server to mail clients
* Load distribution

* Perform distribution among replicated servers

 Eg: Amazon may be replicated to multiple servers (IP address), keep giving back IP in different
order
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DNS: How does it work?

UDP

Call to port 53

&

Client

3. HT TP GET to IP o\ddresi

7 )

DNS
Server

4, HT TP R&SPOV\SQ

will one server
Suffice?

1. Traffic Volume
A. Distance
3. Maintainance

P

,/

wants to
send HTTP request

to mt{dow\a\in.com

-
~

\_

Server

(Mydomodn.com)

~

4




DNS: Distributed Hierarchical Database

More than 1000 root servers
Copies of 13 Jdifferent rooct servers

0 . - 12 different
R < <ory rTrteren orgs
oot DN ervers Root DNS Coordinated ’oy TANA

~ - returm TLD IP address
Top Level Domain (TLD) Servers \

[ com DNS ] [ edu DNS j
Authoritative DNS Servef‘/\ / \

(3003le.cow«] [ owsS.com } [ cmu.edu } [errta.eduj

TLD Sefvefs - coan Be modr\‘tadned 'ot/ orgs, prov?de IP O‘P autkori‘ta‘tive DNS Servers
Authoritative DNS servers - Orgs can choose to Impleme,n‘t their own or go for third par'ty
All DNS records have to be made public - That maps hosts to IP address




Local DNS

Each ISP can have DNS and clients can connect to that

UDP
Call to por“t 53

Host

- g

wants to
send HT TP request

to mydoma\in.com

7 >
Root DNS
. _
i D
TLD DNS
& i

Caching can be done

at the ISP Local DNS

The same can be done

G 2 2
=
Local
DNS ]
o
N
6 5
W
é D
Authorita
tive
DNS
\ J

N A recursive Woy
pu‘t‘ting ove_rhead on Qon‘taxc’ted

sServer



DNS Records

DNS Servers stores Resource Records (RR)

 Fach RR is a tuple: (hame, value, type, ttl)

* type=A * type = CNAME

* name is hostname * name is alias of canonical name

* value is IP address » value is canonical name

* (@bc.com, 122.x.x.x, A, 3600) * (abc.com, west-abc.com, CNAME, 86400)
* type = NS * type = MX

* name is domain e name is domain

 value is hostname of authoritative e value is name of SMTP mail server

e (abc.com, ns.host.com, NS, 86400) e (abc.com, mail.abc.com, MX, 3600)
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More questions needs to be answered

How does Network layer route the traffic?

Before that: Its not that only one process will be running at one time?



SCAN ME

Thank you

Course site: karthikv1392.github.io/cs3301 osn
Email: karthik.vaidhyanathan@iiit.ac.in
Twitter: @karthi_ishere
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